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Accelerate Innovation
with Automated Security

Enforce Open Source Policies with the Nexus Platform




|t’S n O Secret o d eve | O pe rS of most modern applications
use O pe N source SOﬂV\/a re. 85% are comprised of open

source components.

Still, there are questions around how it should be
managed—and for good reason. Here’s why:

» Open source components are not created equal. Some are
vulnerable from the start, while others go bad over time.

» Usage has become more complex. With tens of
billions of downloads, it’s increasingly difficult to
manage libraries and direct dependencies.

» Transitive dependencies: if you are using dependency

management tools like Maven (Java), Bower (JavaScript), 500 bi"ion
Bundler (Ruby), etc., then you are automatically pulling in download requests of Java
third party dependencies—a liability that you can’t afford. npm, PyPi, and RubyGems’

300’000+ were recorded in 2018.

open source components
are downloaded annually
by the average company.

How do you manage open source risk at scale?
Through an automated open source governance policy.

DevsecOps: Why is open

source policy critical?

As the number of breaches continue to rise, DevOps organizations are making
investments to better protect themselves by doing more than just building stronger

castle walls. These organizations are taking steps to integrate and automate
security across the development lifecycle to build quality into their software.

According to the 2019 DecSecOps Community Survey:

1in10

open source o
component 38 /O
downloads contain 71cy of organizations have no
a klnowg.?ecurlty _ o g . open source governance
vulnerability. increase in verified or ; ; ;
) policy or ignore it.
suspected breaches 1 In 4
between 2014 and 2019. organizations experienced

at least one open source
breach in the last 12 months.
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Accelerate DevSecOps early,

“Integrating security into DevOps

everywhere, at scale with the to deliver “DevSecOps”

requires changing mindsets,

N eX U S p | a th rm . processes and technology.

Security and risk management

leaders must adhere to the

collaborative, agile nature

of DevOps to be seamless
ﬂ and transparent in the
° ° development process,
. making the Sec in

Early

Nexus delivers intelligence
within existing developer
workflows and vetted
components can be
automatically quarantined
based on policy.

“The reason we picked
Lifecycle over the
other products is, while
the other products were
flagging stuff too, they

were flagging things
that were incorrect”
— E. KWAN (FINANCIAL

SERVICES), IT CENTRAL
STATION REVIEW

DevSecOps silent.”

Everywhere At Scale

Gartner
Nexus accelerates DevOps Automate security in a
by integrating with the DevOps pipeline with
most widely used tools precise component
at every stage of the intelligence.

development pipeline.

But first, our data.

Our data quality is the lifeblood that
powers our entire platform.

97% of Nexus Intelligence is exclusive to Sonatype.

The bulk of our data is collected from verified online advisories and our
in-house team of 65 security researchers. In fact, Sonatype’s team has
uniquely discovered 1.4 million vulnerable component versions, providing
more data than just what'’s in the National Vulnerability Database.

No false positives and no false negatives.

Through both automation and careful human curation, Nexus
Intelligence is designed to give you results you can count on, saving
you an average of $14,000 in time per developer per year.

When it comes to security, speed matters.

We implement a 12-hour fast track for critical and time-sensitive vulnerabilities. You'll
experience a 20% reduction in probability of a breach when using the Nexus platform.
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Better together.

The Nexus Platform protects your entire software
development lifecycle.

“[Nexus] has helped developer
productivity. It’s like

working in the dark and

f [ nexus firewall . ot sussenyoure
I Vet parts early and automatically I. nexus I|feCyC|e got visibility. Y

exactly what you’re using
stop defective components from

Empower teams with precise and you have suggestions
entering your DevOps pipeline. component intelligence so that, _'f you can't use
that enforces policy and S(T:nethrg’ y(_)l_ivagst .
continuously eliminates risk. afternatives. that (s huge.
—C. CHANI (FINANCIAL
\ . SERVICES), IT CENTRAL
r fnexus repository STATION REviEw
Manage libraries and store
parts in a universal repository .
and share them across a nexus aUd Itor
the DevOps pipeline. \

Examine OSS components
within production apps.

PEX-EE L}
f

l l l

7 7 L z

< Y B Olund &

SOURCE CONTROL BUILD

\

I a I
L §</> Nexus automatically enforces open N

s source policy and controls risk
PEVELOPERS across every phase of the SDLC.

REPOSITORY RELEASE
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f l THE EARLIER, THE BETTER

nexus Block bad components at the door.

firewall

Block undesirable Nexus Firewall seamlessly
components being integrates with Nexus OSS,
downloaded from Nexus Pro, and jFrog Artifactory.

public repositories.

S, ® 1 O
— JS -

Java
JFrog

e A & enexs ARTIFACTORY

proxy repo staging repo production

Quarantine
unapproved
components for o

further review.

Repository results for maven-central

Oldest evaluation 10 months ago

738 55129 L 2 e
COMPONENTS IDENTIFIED POLICY ALERTS QUARANTINED COMPONENTS

-

1005% OF ALL COM: NTIFIED: AFFECTING 86 COMPONENTS
FILTER: m Exact Unknown VIOLATIONS: All Quarantined Walved
Poiicy Threat = Component « Quarantined
Search Name Search Coordinates

I R -collections : con ns-collections * 3.2.1
Component Info Policy Licenses Vulnerabilities Labels

PolicylAction Constraint Name Conditions Walvers

View Existing Waivers

Security-High  High risk CVSS score Found security vulnerability sonatype-2015-0002 with severity 9.0.
Feund security vulnerability sonatype-2015-0002 with severity 9.0 m
Found security vulnerability sonatype-2015-0002 with status 'Open’, not "Not Applicable’

Did not find label ‘custom vulnt
Waive policy
violations for

Block, analyze, and

selectively admit component use

components. when necessary.
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.

r PREVENTION IS BETTER THAN A CURE.

Maintain a trusted repository with
repository  Repository Health Check.

nexus

Repository Health Check (RHC)
provides up-to-date component
intelligence, so your teams make
informed decisions early on.

]

Learn how often a component
is being downloaded and view
trending information over time.

\’\/

S—

Quickly learn the best way
to remediate a vulnerable
component, i.e, replace it or
update it with a new version.

FOR maven-central
ON Mon Mar 18 2019 al 12:33:44 PM
AGE 7 hours

Issue Summary
Security Vulnerabilities

-
o seoes) (R
Moderate (1-3) | 0

Threat o 1 2 3 4
| | I | I

What should | do with this report?

84
COMPONENTS IDENTIFIED
100% of 84 TOTAL

Licence Warnings
Copyleft

Non Standard
Not Provided

Weak Copyleft

Liberal 76

View Detailed Report O

“It ensures our
developers are utilizing
safe, open-source
components. Through
the use of Nexus
software, we know when

they were downloaded
and where they’re being
used. It has helped us
increase the security
of our applications.”

— A. EVANS (GOVERNMENT),
IT CENTRAL STATION REVIEW

View criticality of the vulnerable components
Understand the overall

and trending information for how often

vulnerability of your that component has been downloaded.

repository at quick glance.
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l EMPOWER DEVELOPERS

~ Help them make better, safer component

nexus , _
lifecycle choices early in development.

/>
o~

Early detection and

QA®

“l would give this product
a nine out of ten. I'll have
a full report of artifacts—

Deliver component
intelligence to dev-
elopers in the tools
they use every day.

Choosing a safer
component is as easy

as using a spell checker.
Just one click in your IDE
or a GitHub pull request.

remediation prevents
unplanned work,

security breaches and
maintainability issues.

including those that are

not secure—that would
have been ingested into
our organization. That
information is priceless.”

—C. CHANI (FINANCIAL
SERVICES), IT CENTRAL
STATION REVIEW

Easily spot risk
associated with

= struts2-core-2.3.4 8
a particular
component.

Constraint Summary
I PCI 30 dav CVSS Score Found 10 Security Vulnerabilities with Severity >=7
Unpopular Popularity Relarive Popularity was 13%
Color indicates
component risk ® License Analysis
severity includin
ty ) 9 Threat Level Declared License(s) Observed License(s)
security, license v kR T
. L ra pache-2. pache-2.
and quality. I
Problems & Javadoc B Bompanent lake 22 I Consale 2RSS |
Struts, 192 components {84 shown, 108 filtered)
?T::::‘:ls—meuplm -122 = ™ Geoupt Grgapache.scrte: Ot Thsvereen Nows
Sdwr=-111 ] Amtace Strutsd-cons [or— |
[ spring-web - 3.0.5 RELEASE ™ vermion: 2.3.4 o p— ) | |
{7 struts-core = 1 410 [ ] (veemdaan Licanse - Lcoma Ak
" struns2-core - 2.3.4 ] Decared Liconse: Apache-2.0 ey N
a s:rwiz—rw-muyn -Z.34 = Obsarvad Licanse: APSERSEA
7 xwork-core - 2.3 4
) javassist - 3.11.0.68 B Wi iy T [0 within 2 posicien
[ vl - 1.31 o Highest Securty Thea: [T within 13 security lsuss
[ struts2-dojo-plugin - 2.3.4 B - Cowloged: 2 years ago
Dantr-2.7.2 Margh State; @xact . .
15 aopatliance = 1.0 weicaion Saw Damelyms Simply slide the
Casm- s : rm——] selector to the right

(7 asm-commans - 3.3

until a component
version meets your
policy guidelines.

Details are easy to see and

understand at a glance.
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NEXUS LIFECYCLE

Analyze and enforce policies automatically.

l T

Ensure that policies are Replace inefficient
workflows and
the burden of

manual reviews.

enforced as components are
consumed across a variety
of development tools.

Customize policies to meet
specific compliance goals
or mandates OR use our
default policies to gain an
immediate view of security,
license, and quality risk.

Easily create custom policies

across the software lifecycle.

1 Edit Policy
Summary mneritance Comsfainta Adtions Matifications End of Page
Palicy Name Threat Level
License-AGPL O e 9 g
[ =] Set organization-wide policy
Policy et o on which violations can be

Iv] Do not skiow this policy 12 be grangtathered  Q

INHERITANCE

This Palicy Inherits to
(3 Al Applizations in Sancbes
{®) Appkcations of ihe specified Appication Categories In Sanabok
¥ © Distibuted
[w] Hosted
(] ® wernat

[] @ Trustos

CONSTRAINTS

AGPL {nat for distributed or hosted apy
is iniolption I the follow ng i+ true;

= License Threat Group is Banned

+ Add Constraint

Define precisely when the policy applies
Lo o e e  aNd What actions should take place.

ACTION PROXY DEVELOP BULD STAGE
e Acticin 1] ® ® ®
i Wam (9] 14 5 (9]

dismissed and which cannot.

Choose the applications
or types to which the
policy should be applied.

RELEASE CPERATE

ACCELERATE INNOVATION WITH AUTOMATED SECURITY
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i

Do it all with automation
that supports agile and
continuous goals!

“[Nexus Lifecycle] blocks
undesirable open source
components from entering
our development lifecycle,

based on the policies
that we set. It will break

the build straight away.
There’s no way you can
ship code that introduces
new vulnerabilities. We
just don’t allow it at all.”
— E. KWAN (FINANCIAL

SERVICES), IT CENTRAL
STATION REVIEW
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NEXUS LIFECYCLE

Verity policy compliance by knowing

what components are used and where.

O

In just minutes, Identify specific
create an components
accurate software and their

bill of materials for dependencies.

each application.

v
v
v
v
v

Gain access to
name, license,
age, popularity,
known security
vulnerabilities, and
other metadata.

Know the exact
location of any
component — no
more searching

to see if you are
impacted by a new

“We’re no longer building
blindly with vulnerable
components. We have
awareness, we're pushing that
awareness to developers, and

we feel we have a better idea
of what the threat landscape
looks like. Things that we
weren’t even aware were
vulnerabilities, we can now
remediate really quickly.”

vulnerability. — D. DUFFY (FINANCIAL SERVICES),

IT CENTRAL STATION REVIEW

Aggregation

€ Welcome to the Policy-Centric Application Report Preview

This is the preview of the new Policy-Centric Application Repart. Dacumentation can be found here i:/‘ We'd love to hear
whiat you think of this new repart, if you have any commants yau can submit 1 hare r:’,._

Filter H
il @ Appfuse Build Report £ Retvaluste Report  Oplions '
20180311
Proprietary
HE 20 VIOLATIONS 53 COMPONENTS 7y 0 GRANDFATHERED
Compeonent Match State Affecting 10 compenants 96% of all companents identified violations
Vialation State + THREAT FoLicy O componenT O .
Identify the
Policy Types
b 4 T anet g component
: allfnone group and
VieW the 9 Security-High commons-fileupload ; commons-fileupload : 1 ? ee
violations the specific
. . a Security-High arg sprine EULEEVELRCLERLIE  component and
) _ against various ) .
| Quality i : version used in
policy types. ] Security-High taglibs : standard : 11.2 N
ther any application.
7 Secul ) .2
~ Policy Threat Level an Developers view the
@ iy T 7 EE  threat that a violation mework : spring-cantext : 3.0.5.RELEASE
7 Secul R ag_am_St an . . imework : spring-core : 3.0.5.RELEASE
. . " organization-wide policy.
Color codes Identlfy critical O 7 Secu imework : spring-webmve © 3.0.5 RELEASE
(red), severe (orange) and
moderate (ye"OW) risk 7 Security-Medium g springframework. security © spring-security-core ; 31,2 RELEASE
!evels' 'Severlty criteria 0 Mone commons-collections ; commons-collections : 31 Waived
is configurable based
on po|icy settings. o Nane javax.serviet: jstl: 12 Waived «
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NEXUS LIFECYCLE

Get visibility and transparency
for quick remediation.

== = al
== - s
Lo =2 —

“My advice is ‘do it yesterday. One dashboard Prioritize Track progress Reduce your
You sav; you(rjse!f a lot of easily filtered remediation and and trends for technical debt
money. tven u.rlng o'ne, two, to support development work defects opened, and ease the
or three weeks, it's going to X . R K

. development, based on detailed fixed, waived, maintenance
cost you a lot of money to fix . . intelli d di g burd
the security vulnerabilities operatlons: security, intelligence. and discovered. urden.
that you are ingesting in your and compliance.
development lifecycle. You
could be avoiding that by
using a product like Lifecycle.”

— C. CHANI (FINANCIAL SERVICES),
IT CENTRAL STATION REVIEW
738 €3 ) 0 50
COMPONENTS IDENTIFIED POLICY ALERTS QUARANTINED COMPONENTS
JO0% SR ALL COMPONENTS Al ——==== TR ——

Vulnerability Information

Uig Al Quarantined Waived
SENTING e Malciously Cranag Input o e reaavaiue memoad of e Vojecimapper,

* This issue extends the previous flaw CVE-2017-7525 by blacklisting more classes that

Guarantined
could be used malicioushy. i —— = d
Easy to understand  [ESSRR-— I8 —
- B Exp
e S ] License-Banned jacksen-databind is vulnerable to Remate Code Execution (RCE). The
for deveIOPerS createBeanDeserializer() functioninthe BeanDeserializerFactory class
by developers. allows untrusted Java objects to be deserialized. A remote attacker can explolt this by
SecurEty-ngh uplnazdiu.g a malicious serialized object that will result in RCE if the application attempls @
to deserialize it.
@

Mote: This vulnerability exists due to the incomplete fix for CVE-2017-7525
L]

Detection

The application is vulnerable by using this component. when default typing is enabled -

and passing In untrusted data to be deserialization.

Nate: Spring Security has provided their own fix for this vulnerability (C\VE-2017-4995). If

4 this component is being used as part of Spring Security, then you are not vulnerable if

> -E Pmbhmﬂ you are running Spring Security 4 2. 3 RELEASE or greater for 4.x ar Spring Security
1 500M2 or greater for 5%,

Component Info Policy

CVE-10174
In-depth research includes Rec dation
detailed detection and ThElF Is no non vulnnfabln version uf.|his component. Des_pltc there being a fix

o, . provided by Jackson, it uses a black-list approach. If there is another class not black-
remediation guidance. listed which performs deserialization on the classpath, then this may lead to code

Close
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“There is a feature called
Continuous Monitoring.
Because of this feature,
as time goes on we’ll be
able to know whether a
platform is still secure or
not. It’s integrated, it’s

proactive, it’s exactly
what you want for a
security product.”

— C. CHANI (FINANCIAL
SERVICES), IT CENTRAL

NEXUS LIFECYCLE
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ACCELERATE INNOVATION WITH AUTOMATED SECURITY
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Integrations? You better believe It.

We work where you work.
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Better or the best?
You decide.

Test drive the power of Nexus
Intelligence in five minutes.

J v

nexus
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vulnerabilities in an app (yours or one of ours).

Try it free at www.sonatype.com/appscan.
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Run a free Nexus Vulnerability Scan to learn about
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