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1. Summary

The role of the CIO has evolved and encompases more than managing servers, data centers, and the
applications that ran on them. The CIO must now come to grips with potentially hundreds of cloud
applications and platforms, including some that are not being secured within their organizations.

Most importantly, CIOs must manage the interconnected nature of these many SaaS applications. They
must understand their use cases, the administration, and ownership of them as well as be able to make
risk-based decisions about what should and should not be allowed to interconnect. At the core of it,
applications, identities, and data must be validated so informed decisions can be made upstream.
While the focus of the CIO has shifted, the job description is only now being updated. Given this, the
CxO needs to be as flexible as possible while leveraging the cloud to control risks such as multi-factor
authentication or security event management. This flexibility is not just about the tools they choose, but
proactively addressing risks the business faces to secure treasury, customer data, and supply
fulfillment; and of course managing audit and compliance requirements.

Public Key Infrastructure (PKI) ensures higher levels of security when deployed within organizations by
validating the authenticity of resources and encrypting data as follows:

• Verifying the authenticity of an endpoint, such as mobile devices, insulin pumps, industrial control
systems, and even file servers. This verification is critical when you consider the importance of
something like downloading quarterly financials.

• Ensuring data has not been tampered with.

• Controlling who can get access to the data.

• Guaranteeing the servers are authentic.

Enterprises that want to stay competitive understand that reputation and trust are very difficult assets
to earn back once they are lost. By using PKI, they are able to gain an edge that enables them to make
security decisions based on sound cryptographic fundamentals. Doing this ensures decisions made
upstream with SaaS, PaaS and identities, applications, and encryption are sound and grounded.

PKI can and should be applied to every digital identity across the enterprise including devices, apps,
and people. Yet all too often it is not, due to the complexity and cost associated with an on-premises
do-it-yourself implementation. Despite their necessity, successful deployments have historically
remained out of reach for most organizations, and concernedly so, mistakes can put you out of
business should you become unable to decrypt critical data. If not correctly deployed, the foundation
of subsequent security decisions will be intrinsically flawed.

Keeping PKI centralized on-premises requires a tremendous amount of resources to run and may not
even adequately cover everything like signing or public certificate authorities (CAs). Failure of any one
facet can be catastrophic. For this reason, a cloud-based deployment model allows enterprises to fully
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secure the environment with a simple deployment, while reducing maintenance operations – resulting
in real TCC savings over time.

In Table 1 below, the necessity and risks involved in certificate use cases.
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Technical Example

Fundamentally PKI is the creation, issuance, management, distribution, usage, storage, and revocation
of digital certificates. These certificates are used to authenticate the identities of various parts of the
data transfer process, as well as encrypt traffic between different endpoints.

Take online banking as an example:

1. Phishing sites pose as authentic websites, trying to trick unwitting users into entering personal
information.
Example: Using PKI, the bank is able to create certificates that cryptographically prove they are
who they claim to be and the user can distinguish the phishing site from an authentic site.

2. Entering credit cards or other sensitive information to a bank site needs to be encrypted so that
other devices on the network are not able to capture the information.
Example: Using PKI, banks are able to encrypt the traffic from their web servers directly to the
user’s desktop or mobile device.

3. Malware can be inserted into code that users believe to be safe, and when installed, create
vulnerabilities.
Example: With PKI deployed, software manufacturers are able to sign their software, allowing their
customers to verify the authenticity of the code and confirm it has not been tampered with.
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2. Determining PKI Ownership

Enterprises rely on authentication and encryption, yet most have not identified clear ownership of a
comprehensive PKI policy and implementation. Not surprisingly, when it is not run by dedicated
resources or the ownership model is distributed, organizations commonly get into trouble.

Enterprises should ask the question, “Who owns the PKI budget?”

In most cases, unless it is mandated and funded, the answer is often “nobody.” This is not uncommon,
though it is the first sign that exposure risks lie ahead. Lack of ownership can lead to costly mistakes
that include failed audits, reputational damage, downtime due to expired certificates, and even the
inability to decrypt data (a sort of self-inflicted ransomware attack).

With all of this at stake, cloud-based PKI is more than just a simple cost-to-value proposition; it ensures
that the most fundamental components that secure your infrastructure are built reliably, are centralized,
and are unequivocally protected. Getting PKI right is crucial in today’s world, and should be part of
every enterprise’s security roadmap.

Properly deploying and managing on-premises PKI requires a significant investment in dedicated
resources and security expertise that is in high demand. Taking highly skilled people from the core
mission of the business and putting them on PKI projects means a lost opportunity that could stifle
productivity. To run PKI correctly demands rigor. The storage of root keys and management of key
issuing servers or hardware is complicated and costly. Ensuring the data center has adequate physical
security that includes isolated locking cages, cameras, access controls, and procedures to ensure
everything is enforced correctly is paramount. Doing this correctly requires redundancy, all the way to
having a second data center, more machines, and procedures. Organizations have PKI deployed and
centralized, have used processes to ensure it is secure and being run correctly. Some essential
questions around processes include:

• Where in the budget is it?
◦ In some cases, it may be in the IT budget

• Who is responsible for it?
◦ Is there an escalation path?
◦ Have they been trained, or was it added to their existing

duties?
• Where are the keys stored?
◦ Who has access to the servers with private keys?
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• What is the usage policy that protects it?
◦ Has the policy been kept up-to-date?

• Do we test the policy?
◦ Can we recover keys?



3. Robust PKI Cloud Deployment Simplified

Given this complexity, more and more organizations are taking advantage of PKI cloud deployments
that are based on the following:

1. Asymmetric encryption: Wherein two keys are created. One is private and not shared. The other is
public and can be shared with all – hence the name Public Key Infrastructure. These keys are used
in a number of ways to powerfully solve different types of problems like ensuring that an endpoint
is what it claims to be and used to create encrypted channels.

2. The root of trust: The root of trust is established by a Certificate Authority (CA). This can be an
organization or a governing body able to issue certificates and verify the identity of the certificate
requestor. This ensures that certificates can be trusted or revoked if they are to become
untrustworthy.

Keyfactor uses these two techniques and creates a secure method to manage digital identities 
including devices, apps, and people across the entire organization. Keyfactor runs a secure PKI that is 
easy to deploy and simple to use with the ability to escrow keys and set a threshold for key 
reassembly, key generation within a hardware security module (HSM), and managed databases that 
contain information about keys, their expiration date, and the ability to revoke keys. For each step of 
the process, Keyfactor brings experience and dedicated resources to make the process of identifying 
and securing assets through the use of digital certificates simple and secure. Their proven platform 
simplifies PKI for organizations by taking the overhead and cost of management from the enterprise 
and bringing it into their cloud.

The Keyfactor PKI solution, Keyfactor Command, allows customers to get up and running quickly. 
Keyfactor Command integrates with existing public and private Certificate Authorities, enabling a 
complete view into all of the PKI deployments across the organization. This capability is just one 
attribute that sets Keyfactor apart. The ability to monitor and manage every certificate from a single 
place allows for a continuous inventory and root trust management. Keys can be delivered to 
endpoints or generated on them. PKI enables organizations to monitor for expiring certificates, issue 
new ones before they cause downtime, and revoke certificates when needed.
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Keyfactor customers are often surprised to see how PKI moves from an obligation to an enabler. The
Operations Dashboard is designed to aid with certificate management, reporting and alerting, as well
as device command and control. Keyfactor allows organizations to state their CA’s Certificate Policy
and issue Certification Practice Statements. All of this contributes to:

• Lower staffing costs;
• Streamlined deployment;
• Proven operations model.

Let’s consider some industry examples.
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4. Industry Case Studies

Use Case 1 – DIY PKI: Financial Services Enterprise

A large financial company built custom applications for employee use. Each application server and
endpoint needed a certificate to verify the authenticity of the endpoints as well, and encrypt the
communication. Their needs:

• Validate the authenticity of the server

• Validate the authenticity of the endpoint

• Create an encrypted channel for secure communications

As the company scaled, more applications were added and managing certificates became challenging. 
The company’s R&D department went to work and wrote an application to manage its PKI. The 
application consisted of a root key, keys signed by the root key, as well as subordinate signing keys. 
The application also contained a small database that was used to keep track of which servers and 
endpoints had requested keys and the date that certificates would expire. It appeared to be a robust 
CA that solved the internal needs for managing certificates.

Shortly after its launch, the company made the news because of an outage. Their customer portal’s 
SSL certificate had expired which caused users to be unable to connect. The engineers realized that 
the certificate running on their customer portal was not issued by their internal CA, and because their 
contract had expired with the public issuing CA, they were unable to quickly request a new one. 
Because their internal CA was only valid on internal machines, they lacked complete visibility which 
cost them time, money, and reputational damage.



In figure 1 below, the internal PKI is unaware of the customer portal certificates and is not a CA for 
external users.
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Figure 1: Architecture Review



Total Cost of Ownership Review

The TCO for the second use case can be seen in table 2, below.
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Table 2: Example cost review of the financial institution’s implementation of their PKI



Use Case 2 – Outsourced PKI: Hardware Manufacturer Mid-Market

A hardware manufacturing company that sold network appliances and software that ran on them had
two use cases for PKI:

1. Ensure the hardware they sold came from their manufacture so that they could track them for
supportability.

2. Ensure that software updates they delivered to their clients could not be tampered with.
3. Enable SSL within their internal networks.
4. Better leverage Microsoft AD by enrolling users and computers with certificates.

The company’s R&D team had expertise in networks, hardware, and embedded systems. They had
been asked by a large customer to implement a method to ensure the software was secure.

When they looked at their product roadmap and commitments, they realized that they would have to
hire new engineers or consultants to deploy the PKI if they were going to focus on their core business.
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Figure 2: Example of Keyfactor’s code signing



They looked at outsourcing the build of their PKI and found the costs of the consultants, the
infrastructure to run it on, and the ongoing maintenance were within budget but the physical security
costs could not be reconciled. They also realized that the loss of a private signing key would have
been devastating to their reputation. See figure 2, above, as an example of Keyfactor’s code signing.

They looked at Keyfactor’s cloud-based PKI solution and found the following:

• It solved for all of their use cases,

• It could be rolled out securely within a fraction of the time of building one,

• It would be supported;

• And scale with them as they continued to grow.

Total Cost of Ownership Review

The TCO for the second use case can be seen in table 3, below.
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Table 3: Example cost review of the hardware manufacturer’s implementation of their PKI



5. Investment in the Business: Cloud-based PKI

In many cases, the investment in cloud-based PKI is readily apparent. Take IoT: when a device or
component is built and shipped, the company selling and supporting it should be able to validate it is
as one of theirs and not a knock off. PKI enables this.

Companies that deliver software and code patches must be able to provide their customers assurance
that code being installed is authentic and has not been tampered with. Companies that don’t build
devices or ship software are still reliant on SSL to secure communications, VPN’s to manage access,
and must be able to tell company-approved devices apart from unauthorized ones.

PKI is an investment in the business, its longevity, security, and confidence. Whether it is the ability to
securely distribute software internally or to its customers, control licensing, manage the secure
distribution of devices, or prevent outages, PKI is a way for enterprises to put a real stake in the ground
around security. PKI provides authenticity and cryptographic proof that it cannot be tampered with or
altered. It is what sets apart fact from fiction.

Gain the advantage of securely managing your PKI by using dedicated experts and infrastructure,
without the overhead of lost opportunity or high costs, by moving it to the cloud with Keyfactor.

Public Key Infrastructure 13

6. About Simon Gibson

Simon Gibson is a CISO and subject matter expert on
security. He has been responsible for driving security
capability into products, enterprises and supporting complex
engagements.

Simon led the Information Security Group at Bloomberg and
served as their CISO. He has managed attack teams, incident
response teams and been responsible for the defensive
security posture in the financial, government, manufacturing
and PCI industries.

Simon is a renowned speaker and panel moderator. He has counseled fortune 100’s on building their
programs and worked with US Government public private information sharing initiative



7. About GigaOm

GigaOm provides technical, operational, and business advice for IT’s strategic digital enterprise and
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