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PASSWORDLESS AUTHENTICATION
Veridium creates trusted digital identities by binding users’ biometrics — unique traits 
or behavioral characteristics — with their smartphone for a convenient and secure 
passwordless authentication experience.  

Organizations trust Veridium to eliminate the risks associated with passwords and 
comply with GDPR, PSD2, and other government regulations. Veridium is deployed in 
highly regulated industries, including financial services, healthcare, and government 
services. With Veridium you can create a Zero Trust identity strategy  
that meets multi-factor authentication requirements and regulations. 

VERIDIUMID: AN MFA AUTHENTICATION PLATFORM
VeridiumID provides a secure and convenient multi-factor biometric authentication 
platform for employees, customers, and transactions. This independent 
authentication layer allows enterprises the freedom to customize the user experience 
— choosing the best biometrics for their needs — from native (fingerprint or face) — 
to Veridum’s proprietary 4 Fingers TouchlessID, or other third-party biometrics.

Veridium Authentication Platform Integrations

Mary Roark
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Veridium is a vendor with robust and flexible solutions for 
Windows AD integration. 

Ant Allan and Tricia Phillips
Gartner Technology Insight for Biometric Authentication
2017, 2018

Lower Total Cost of Ownership

This software-only platform delivers a streamlined multi-factor authentication 
experience without tokens or additional hardware at a lower total cost of ownership. 
Integration is quick and less expensive with easily accessible apps (iPhone/Android) or 
our SDK can be used for custom implementations.

Universal Employee Access to Multiple Environments

With VeridiumID you can access a variety of corporate environments (IAM, VDI, 
VPN, cloud, legacy) with the same convenient user experience. VeridiumID business 
adaptors accelerate implementations and integrate with Microsoft Active Directory, 
Citrix, IAM, and SaaS systems using standard authentication protocols — LDAP, 
RADIUS, SAML, and OpenID Connect.

Abstracting Authentication Security

Security controls can be managed uniformly when the authentication layer is 
abstracted. Even if you have an IAM solution, the independent authentication layer 
helps IT deliver consistent and secure user experiences. Veridium integrates with the 
leading IAM solutions including Okta, Ping, and ForgeRock.

Benefi ts for Employees

• Convenient and consistent
user experience

• Hassle-free access from
anywhere, anytime

• Single sign-on (SSO) process
across multiple environments:

- SSO for Cloud apps such as
DropBox, GSuite, Offi  ce365,
SalesForce

- Legacy applications
and systems

- Citrix Workspace

• No need for passwords
or tokens

• No help desk calls for
password resets



UNLOCK THE POWER OF YOUR CITRIX VIRTUAL WINDOWS DESKTOP 
Increase employee convenience, productivity, and enterprise security at a lower total 
cost of ownership for all your Citrix environments. VeridiumID adds strong multi-
factor authentication so employees can easily and quickly authenticate into their 
virtual desktop and the apps they need to be productive.

VeridumID makes it easier to migrate to or adopt Citrix Workspace with a consistent 
and streamlined user experience for all employees. Veridium is Citrix Ready. Veridium 
can help you with your Citrix journey as you adopt the latest capabilities of Citrix 
Workspace, Citrix Virtual Apps and Desktops (XenApp & XenDesktop), Citrix ADC 
(NetScaler), and Citrix Content Collaboration (Sharefi le).
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“Veridium provides biometric authentication 
of remote users in a streamlined, secure way, 
complementing Citrix solutions and enhancing 
customer mobility.” 

Nabeel Youakim
VP Product & Strategic Partners
Citrix

VeridiumID

The only platform that can 
unlock a Windows virtual 
desktop using biometrics 
from a smartphone.

Use Case

A multinational Swiss 
Bank authenticates their 
employees worldwide 
with Veridium’s biometric 
authentication platform. 
Veridium’s geo-location 
capabilities ensure 
employees comply with 
banking regulations for 
sensitive data.



BIOMETRICS IN ACTION
Government agencies and fi nancial institutions around the world require people’s 
fi ngerprints for identifi cation in order to provide fi nancial services, government 
benefi ts, and healthcare as well as other services. Veridium is deployed globally as a 
low-cost, secure, mobile fi ngerprinting solution for national identity and banking 
customer authentication.

4 Fingers TouchlessID

Veridium’s 4 Fingers TouchlessID (4Fingers) is the world’s fi rst multi-fi nger contactless 
biometric authentication system that works on unmodifi ed smartphones, capturing 
four fi ngerprints simultaneously. The app requires only a 5-megapixel camera and 
LED fl ash, so it works on almost any smartphone and under adverse environmental 
conditions like low light, where other methods fail. The quality of the 4 Fingers 
biometric capture meets the security standards for offi  cial national identities around 
the world.

CONTACT US
United States
33 Arch Street
16th Floor
Boston MA 02110
1-877-301-0299

www.veridiumid.com
        @veridiumid           veridium

United Kingdom
119 Marylebone Rd
London NW1 5PU
+44 1753 208780
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Place your hand 
behind your phone

The rear camera will 
detect your fingers

Place them within 
the guide and hold 
your hand steady

All four fingerprints 
are captured at once
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4 Fingers TouchlessID in Action

Legacy Database Matching

The images captured with 4 Fingers can also be exported for matching against 
legacy databases. The quality of prints captured with 4 Fingers is equivalent to prints 
collected from a conventional fl atbed scanner. These prints can be exported in a 
variety of formats.

STRONG AUTHENTICATION
Veridium brings device-agnostic, ubiquitous, multi-modal biometric authentication to 
companies looking to increase security without adding friction. By providing biometric 
choice, Veridium secures identity and privacy. 


