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Overview

Forbes Insights conducted a study in partnership
with BMC to better understand how organizations
balance the completion of routine, tactical tasks
with more broader, strategic initiatives in their

security organizations.

The survey gathered opinions from security
executives and managers across the globe and
found:

Taking employees off of the tactical and routine and
allowing them to focus on the strategic and high-impact
will help security organizations attract and retain the best
talent, while also getting them concentrated on the most
important tasks when it comes to finding a solution to
cyber-risk. An effective way to accomplish this is to

automate and the most tactical and routine tasks.
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A majority agree that too much time is spent on tactical
tasks

Q1 - To what extent do you agree with the following statements?

Don'tknow M Strongly disagree M Disagree Neither disagree nor agree Agree M Strongly agree

| believe | spend too much of my work day on tactical tasks at the

e 4% 19% 36%
expense of strategic initiatives

I believe our IT Operations team spends too much time on tactical tasks
at the expense of strategic initiatives

5% 20% 35%

| believe our cybersecurity team spends too much time on tactical tasks
at the expense of strategic initiatives

3% 20% 39%

Base size = 500
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There are a variety of tasks that IT Operations teams
hate do do

Q2 - The following are tactical tasks required by many cyber-security programs. Please
select the one that you least like to work on.

Reviewing vulnerability scanner reports to identify assets scanned, compare with known asset lists, .
identifying blind spots, and scanning known assets that were missed and are a ‘blind spot” (or not scanned) 10%
Obtaining change approvals 10%

Generating reports for management 8%

Analyzing scanner vulnerability data, mapping IP addresses in the reports to actual assets, and .
then to business services running on those assets that are exposed to those vulnerabilities %
Completing audit trail of actions taken 7%

Analyzing new scan reports that may contain vulnerabilities with remediations already in process 7%
Generating the vulnerability scanner data/report (i.e. the Security team gatherin(g data to provide 6%
to the Operations team) 0
Making configuration changes needed to remediate a vulnerability 6%

Analyzing scanner vulnerability data and mapping the vulnerabilities to remediation content (i.e. 6%
patches) 0

Closing the problem according to change management processes (i.e. ‘closing the ticket) 6%
Assembling required information and opening remediation change tickets 5%

Updating the service desk on patches 5%

Ensuring remediation compliance with processes and regulations 4%

Prioritizing vulnerabilities for remediation 4%

Executing the remediation action (i.e. patching or configuration change) 4%

Verifying the remediation was successful 4%

Base size = 500
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Respondents agree: if they had more time, they could
focus on more important things

Q6 - To what extent do you agree with the following statements?
Don'tknow M Strongly disagree M Disagree Neither disagree nor agree Agree M Strongly agree

If our operations team could concentrate on strategic priorities, we
could make our company more secure

12% 45%

If our security team could concentrate on strategic priorities, we could
make our company more secure

If our operations team had more automation in place for managing I

14% 44%

security, servers, and networking devices, our company would be 13% 40%
more efficient and secure
If | had fewer tactical tasks to complete, | could focus on work more
p 16% 43%

important to my company

Base size = 500
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Companies are facing a shortage of both qualified
security and IT operations personnel

Q9 - To what extent do you agree with the following statements?

Don’t know W Strongly disagree M Disagree Neither disagree nor agree Agree B Strongly agree

My company’s security function is facing a shortage of qualified

4% 1% 15% 41%
talent and personnel

My company’s IT operations function is facing a shortage of

0 0, 0, 0
qualified talent and personnel °% . 15% 38%

Base size = 500
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Eight in ten say the shortage of talent has an impact on
their security; nearly half say it is significant

Q10 - Please assess the impact of any shortage of security talent and personnel on your
company’s security.

W There is no shortage, or it has no impact

18%
There is only minor impact on our security

There is significant impact on our security

36%
B A shortage of talent and personnel is harming our ability to keep
our company secure

34%

Don’t know

Base size = 500



Forbes

As demands increase, the responsibility for IT functions
is migrating outside of IT

Q14 - To what extent do you agree with the following statements?

Don'tknow M Strongly disagree M Disagree Neither disagree nor agree Agree M Strongly agree

The IT structure that our security function must protect is

) 0 9% 47%
becoming larger and more complex.
Trends in cyber-risk are increa.sing the demands on our current 1% 4%
security staff.
Responsibility for technology decisions is increasingly migrating % 3% 46%

to non-IT functions like business units or corporate functions.

Base size = 500
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Keeping up with threats and successfully adopting new
technologies are among the greatest challenges

Q19 - What is the greatest single challenge your company will face in maintaining security in the
next five to ten years?

Keeping up with the latest threats 20%
Successfully adopting new technologies 16%

Managing and integrating multiple systems 9%

Keeping up with rapidly changing standards 9%

Finding adequate budget 9%

Managing and replacing legacy technologies 8%

Training employees in new technologies 8%

Scaling our technologies to meet corporate growth 8%
Obtaining skilled employees 6%
Managing multiple vendors 6%

Don’t know 1%

Base size = 500



Forbes

Organizations place high importance on new strategic

initiatives

Q8 - How important are the following strategic initiatives to your organization?

Don'tknow M 1-Not at all important

Increasing our threat detection capabilities
Better security training for our employees
Improving firewalls
Integrating security into our business processes
Building a holistic cyber-security strategy
Automating and integrating our Security and Operations processes (closing the SecOps gap)
Improving patching and remediation
Improving our authentication capabilities
Recruiting qualified staff
Holistic reassessment of our cyber-defenses

Obtaining better visibility to our assets so we can do a more complete job managing our environment

Better briefing of our senior management on security

Base size = 500

m?

I7%

8%

9%

1%
1%
1%
12%
12%
12%
13%
13%

13%

3 - Neither unimportant nor important 4 W5 - Extremely important

35%

40%
41%
39%

33%
44%
39%
41%
38%
41%
42%

41%

55%
48%
47%
48%
53%
42%
47%
44%
47%
44%
43%

42%
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If firms made work more strategic, they believe they
attract better talent and make better use of their time

Q13 - To what extent do you agree with the following statements about making
work more strategic?

Don’t know B Strongly disagree B Disagree Neither disagree nor agree Agree W Strongly agree

We could make better use of the time of our current

. 9% 47%
Operations staff ’ ’

We could attract more qualified personnel for our

. 12% 43%
security team

We could make better use of the time of our current

. 13% 46%
security staff

We could attract more qualified personnel for our

. 14% 45%
Operations team

We could reduce job dissatisfaction with our current

. 14% 46%
Operations staff ’ ’

We could reduce job dissatisfaction with our current

. 17% 48%
security staff

Base size = 500
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If security leaders had more time, they would take on
more initiatives, led by automating processes

Q7 - If you had more time to devote to the following cyber-security initiatives, what
would be your first priority? - Ranked by Frequency

Highest Priority 0 Automating and integrating our Security and Operations processes
Q Obtaining better visibility to our assets so we can do a more complete job managing our environment
9 Better security training for our employees
9 Increasing our threat detection capabilities
9 Creating a holistic cyber-security strategy
e Recruiting qualified staff
0 Integrating our security solutions so they work as one
9 Integrating security into our business processes
Q Holistic reassessment of our cyber-defenses
@ |dentifying blind spots and closing them
m Better briefing of our senior management on security
@ Improving our authentication capabilities
@ Improving firewalls
@ Reassessing our security vendors

Lowest Priority @ Improving patching and remediation

Base size = 500
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Demographics

S2 - Where are you located? (N = 500)

United States

United Kingdom

Germany

France

Singapore

Australia

India

Canada

Chief Executive Officer

2% Chief Information Officer (CIO)
Director of Operations

1% Manager
Director of other security/IT-related function

13% Chief Operating Officer
Chief Information Security Officer (CISO)

13% Director of Security
Senior Manager of other security/| T-related function

1% Vice President of other security/| T-related function
Senior Vice President of Operations

Senior Manager of Security

10%
Senior Manager of Operations
10% Vice President of Security
Senior Vice President of Security
0% Senior Vice President of other security/IT-related function

Vice President of Operations

S3 - What is your title? (N = 500)

7%
6%
5%
5%
4%
3%
3%
3%
2%
1%
1%
1%
1%

12%
1%

19%
17%
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Demographics

S4 - Which best describes your industry? S5 - Approximately, what are your firm’s
(N =500) annual revenues?(N = 500)

Manufacturing / Industrial Products 15%
Technology (Software, Systems) 15%
Banking 1%
Consumer Products [ Retail 10%
Financial Services, Asset Management 8%
Healthcare 6%
Energy (Oil & Gas, Power & Utilities, Mining) 6%

Automotive 6%
Public sector/government 5%

Telecommunications 5% W Between $500 million and $1 billion

Insurance 3% Between $1 billion and $2 billion
h ticals / Life Sci 9
Pharmaceuticals  Life Sciences 2% M Between $2 billion and $5 billion
Public sector contracting 2%
Media & Entertai t » Between $5 billion and $10 billion
edia & Entertainmen b

Other 4% B More than $10 billion



